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Abstract

With the development and uptake of digital technologies, threats to privacy change rapidly. This research measures
the level of concern for privacy among New Zealand librarians in different contexts, as well as the level of confidence in
libraries’ current practices with regard to mitigating privacy issues surrounding digital services. Likert scale data was
collected through an online survey which received 135 completed responses, and statistical analysis carried out to determine
if there were differences between a) concern for privacy in offline contexts, b) concern for privacy in digital services and c)
confidence in libraries' current privacy protection practices. Support was found for the hypotheses that concern for privacy
was lower in the context of digital services than in offline contexts, and that in the context of digital services confidence in
practices was lower than the level of concern. The findings suggest a need for changes to privacy protection practices in

New Zealand libraries.
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Introduction

Privacy rights controversies abound throughout the world. These have included the mass
surveillance undertaken by the United States’ National Security Agency on the communications of both
US and other populations, including their social media activity (Parsons, 2015; van Dijck, 2014). Other

threats stem from the prevalence of an array of tracking technologies in use on most popular websites
(Fortier & Burkell, 2015).

Another area where privacy rights are potentially threatened is within libraries and through the
services that libraries provide, such as the provision of internet facilities and through library 2.0
services (Campbell & Cowan, 2016). Examples of library 2.0 services with potential privacy risks
include online messaging “ask a librarian”-type service type services, wikis and blogs, linking to social
media sites such as Facebook, and social media type tagging applications such as GoodReads (Zimmer,
2013b; American Library Association, 2016). Privacy risks can also arise from services such as third-

party provider ebooks and electronic journals, and the provision of internet access (Corrado, 2007).

Libraries have a tradition of protecting privacy that dates back at least to 1939, when the
American Library Association adopted the Library Bill of Rights, seeking to protect intellectual
freedom and the privacy which helps such freedom to flourish (Zimmer, 2014). In this context,

“privacy” is generally taken to mean information privacy, which Westin (2003, p. 431) describes as an
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individual’s claim to the ability to determine what is known about himself or herself.

Privacy issues surrounding technology evolve rapidly, and little published research on the
problem exists (Zimmer, 2014), creating the situation in which the current status of libraries’ ability to

uphold privacy rights is not known.

Librarians as a group are concerned with privacy (Zimmer, 2014), and yet when technological
tools which have the potential to harm privacy are discussed in library literature, privacy issues are
rarely a focus and often go unmentioned (Zimmer, 2013a). In the context of this apparent misalignment
of literature output as compared to the level of concern, the present research aims to gain a picture of

New Zealand librarians’ and library workers’ attitudes about privacy and privacy protection.

Specifically, three conditions were measured: level of concern for privacy in general (i.e. in
offline contexts), the level of privacy in the context of the specified digital services, and the level of
confidence in practices to mitigate privacy issues employed in relation to those specified digital
services. Analysis of these three conditions was carried out to find if there are differences between

them. (See under “Data collection” below for the digital services specified).

If significant differences are found between the conditions, this could be of immediate
importance to the profession, as it would suggest that New Zealand librarians and library workers do
not feel they have the ability to protect patrons’ privacy during the provision of digital library services.
Such data would be useful to the profession of librarianship in understanding current attitudes to
privacy and digital services, and in planning and designing future training and awareness programmes

and privacy protection solutions.

The present research aims to help guide policies of New Zealand libraries, the Library and
Information Association of New Zealand Aotearoa (“LIANZA”), and education providers by helping
determine to what extent librarians and library workers believe that libraries are currently equipped to

uphold privacy rights in digital contexts.

Studies of privacy concern have formed a significant part of research into privacy, but a



predominance of US-based and student-centred studies means there is a need for research on different
populations (Belanger & Crossler, 2011). The data collected in the present research helps to meet that
need. Furthermore, these studies have tended to examine differences in levels of concern between
different demographic groups or to explain the effect of privacy concern on certain behaviours
(Belanger & Crossler, 2011). The present research therefore makes a unique contribution by comparing
the level of concern in offline contexts with digital contexts, and by testing librarians' confidence that

current practices are adequate for their level of concern.

Background
Privacy is important because “rights of privacy are necessary for intellectual freedom and are
fundamental to the ethics and practice of librarianship” (American Library Association, 2014), and it is

also guaranteed as a right under the Universal Declaration of Human Rights (UN General Assembly,

1948).

But with the advancement and popularisation of new technologies, new challenges to privacy
emerge and librarians have not always met these challenges effectively (Corrado, 2007; Fortier &
Burkell, 2015). Library literature on these new technologies has focused primarily on the benefits to be

gained, with privacy issues being largely ignored (Zimmer, 2013a).

Privacy must be balanced with other factors, but in order for privacy rights to be protected, a
person must be in a position to make an informed choice with reasonable alternatives (Campbell &
Cowan, 2016). Faced with the difficulty of understanding privacy issues and a lack of reasonable
alternatives, making judgements often becomes too difficult (Malaga, 2014). This can lead people to
sometimes react by avoiding the issues despite concerns, and continue with un-analysed behaviours

(Malaga, 2014).

Literature Review
The first scholar to extensively study privacy attitudes was Westin (2003). He describes privacy,
in the context of information privacy, as “the claim of an individual to determine what information

about himself or herself should be known to others” (paraphrasing Westin, 1967). He broadens this
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description to include claims of groups and associations, and governments. “Privacy rights”, under this

framework, are derived when these claims gain the protection of law and convention.

Privacy is a right

The Universal Declaration of Human Rights states that “No one shall be subjected to arbitrary
interference with his privacy.... Everyone has the right to the protection of the law against such
interference or attacks” (UN General Assembly, 1948). In New Zealand law, the right to information
privacy is protected by the Privacy Act 1993. The Act does not define the term privacy, but works to
regulate how, from whom and for what purpose agencies collect personal information, and establishes

people’s right to access their information and to make corrections of errors.

Privacy protection is a library ethic

The centrality of privacy protection to the role of librarians is reflected by its place among the
American Library Association’s (2004) Core Values of librarianship. Campbell and Cowan (2016)
explore the importance of privacy in libraries and its role in intellectual freedom, with the example of
members of the lesbian, gay, bisexual, transgendered, or questioning (LGBTQ) community using
information resources in the process of exploring their identities and the process of ‘coming out’. They
find that Big Data can present a threat to the privacy of people undergoing this process, by analysing
their browsing behaviour and serving them ads which ‘out’ them to themselves at times before they
have even come to a self-realisation of sexual identity. But many library offerings, such as those
associated with social media, compound the threat that Big Data presents to privacy. The authors
recommend the development of more privacy-friendly technologies, such as linked-data over Big Data,
and that new technologies not be adopted without careful consideration of privacy implications

(Campbell & Cowan, 2016).

Fortier and Burkell (2015) explore the related phenomenon of behavioural tracking and describe
the various tools employed, such as HTTP cookies, Flash cookies and web beacons. The authors
present tools for discovering and limiting behavioural tracking, and encourage librarians to take a role

in enabling patrons to protect themselves against it.



In a multi-disciplinary literature review, Magi (2011) identifies the many benefits of privacy
which have been written about in scholarly literature of many disciplines. The literature discussed
highlights the fact that privacy benefits not only the individual, but also delivers many benefits to

society and to interpersonal relationships.

Lamdan (2015) argues that librarians are exceptionally well placed to advocate for privacy in
social media due to their history of privacy protection, their knowledge as information experts and their

professional associations with common guiding principles.

New Zealand research on attitudes to privacy

Much of the descriptive research done in New Zealand has focused on behaviour rather than
attitudes, but as a product of such research Lips and Eppel (2016) developed a new taxonomy of
information-sharing behaviours in which all the identified classifications described people that were

highly conscious of privacy.

In a study with the aim of testing theories of the underlying basis of concern for information
privacy by comparing data collected in New Zealand with existing data collected from people in a
different regulatory environment (the US), Rose (2006) used random sampling of the New Zealand
electoral roll to select individuals to whom a survey on information privacy concern was mailed. The
questions were drawn from an established survey instrument used in previous studies, known as CFIP
(Rose, 2006). The large, random sample size, the use of an established survey instrument, and the data
analysis techniques used make this a rigourous study yielding useful data and a well grounded
conclusion. The study found support for an alternative to Westin’s theory of control as the basis of

privacy, Moor’s control/restricted access theory.

The control/restricted access theory states that control over whether to release information is not
enough to ensure privacy, but that a normative and regulatory framework must exist to ensure that
access to personal data after it has been handed over remains restricted to the persons and purposes for
which it was intended (Moor, 1997; Appel, 2010). Rose (2006), in the study mentioned above, argues
that the New Zealand regulatory framework, under the Privacy Act 1993, satisfies this condition of

restricted access in a way that the US framework does not. This more protective regulatory



environment in New Zealand may be a cause of the relative lack of aggressive defences of privacy by
New Zealand librarians, compared to their US counterparts who are in a more embattled privacy
environment. Many digital threats to privacy know no borders however, and in the case of the online

privacy environment there may be less distinction between the two countries.

Previous research on privacy concern and librarians’ attitudes towards
privacy

In a review of information privacy research, Belanger & Crossler (2011) identify two well-
established survey instruments that have been used in the study of privacy concern, the Concern for
Information Privacy (“CFIP”) and the Internet User’s Information Privacy Concern (“IUIPC”)
instruments. A recommendation of the review is that justification should be given where these

instruments are used in research, and that other instruments should be developed.

Corrado (2007) conducted a small study on librarians’ attitudes entitled “Privacy and Library
2.0.” The study took the form of a survey advertised through various email lists aimed at librarians, and
obtained 110 responses. The great majority of responses were from the US, but a few came from other
countries. A limitation identified in the study was the small sample size in relation to a large population

of librarians within the US and abroad, indicating a low level of representativeness.

A finding that stood out was that 84.5% of respondents assigned a high or very high importance
to privacy, but less than half of these worked in libraries with a privacy policy available online. Another
was that 75.5% of respondents believe that librarians should teach patrons about issues relating to
privacy (Corrado, 2007). Recommendations included that future studies attempt to achieve a more

representative sample, and that age demographic information be collected.

Zimmer (2013a) undertook a content analysis of all articles discussing Library 2.0 in library
related professional publications from 2005 — 2011, in order to determine the number that mention
privacy, the importance placed on privacy when it was mentioned, and whether any solutions were

offered (Zimmer, 2013a).

The main findings were that of 677 articles on Library 2.0, only 39 (5.8%) discussed privacy at



all, and that of these, only 14 offered solutions. This despite the fact that in articles where privacy is
mentioned, over half indicated a moderate or high level of concern (Zimmer, 2013a). This appears to
present a disconnect in the library literature between the level of concern about privacy, and the amount

of resources devoted toward confronting the issue.

There is no published research on the privacy attitudes of New Zealand librarians. LIANZA is
less vocal about the importance of privacy than the American Library Association and the International
Federation of Library Associations and Institutions, but it does have a statement guiding New Zealand
Library and Information professionals on how they should treat personal data to protect privacy in

accordance with the Privacy Act 1993 (LIANZA, 2013).

Theoretical framework and considerations

Implicit in the present research is the assumption that attitudes and levels of concern and of
confidence can be measured through a questionnaire. But no theoretical perspective on the nature of
privacy or the underlying basis of privacy concern is specified. Rather, the research aims to establish
whether there are differences between the three conditions of privacy in the offline context (Condition
1), privacy in the context of the specified digital services (Condition 2) and degree of confidence in
library practices for mitigating privacy issues in relation to those digital services (Condition 3). On the
basis of evidence that little emphasis is placed on privacy threats and their solutions when dealing with
digital technologies in the literature outlined in Zimmer (2013a), seemingly in contrast with libraries’
history of privacy protection, it is hypothesised that Condition 2 is lower than Condition 1, and
Condition 3 lower than Condition 2. If it is found that Condition 3 is substantially lower than Condition
2, this would demonstrate that librarians and library workers do not feel they are adequately equipped
to mitigate privacy threats in digital services, with implications for the traditional role of protecting
citizens’ privacy. Also, a finding that differences were present would provide data useful in the future

study of causes of these differences.

Method

The present research applies a quantitative, rather than a qualitative, approach. The aim is to

come as close as possible to an understanding of the privacy attitudes of the population of New Zealand



librarians and library workers in general, and whether there are differences between the three
conditions of General Concern, Web Concern and Confidence in Practices. This aim is best served
through a large sample size and the application of statistical tests which would be difficult to achieve
with qualitative methods. While the characteristics to be studied would be difficult to observe directly,
being attitudes and feelings such as level of confidence, such characteristics can be usefully measured

using survey research (Leedy & Ormrod, 2013, p. 189).

The survey method employed was to create an online questionnaire. The survey primarily uses
Likert scale questions, as these are useful for measuring responses on a continuum (Leedy & Ormrod,
2013, p. 192), but with additional nominal questions for demographic data such as gender, age, type of
library, and job description, as well as a more open question calling for any further comments. The
inclusion of an open question in the survey could allow the approach to be described as one of “mixed
methods”, but this data was used primarily to aid in understanding responses and was not a strong focus

of the research.

In order to identify appropriate digital services on which to base survey questions, an
environmental scan of potentially privacy damaging services in libraries was undertaken. Ideas
produced in this process were then discussed in informal interviews of librarians to check their

suitability.

Research questions
The main research questions are:
1. To what extent is the level of concern librarians and library workers have for privacy in
general different to their level of concern in the context of specified digital services?
2. To what extent are librarians and library workers confident that their privacy protection
practices are appropriate in the context of these digital services?
The sub-questions are:
1. What is the level of concern librarians and library workers have for privacy in
general?
2. What is the level of concern librarians and library workers have in the of context

specified digital services?
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3.What is the level of confidence librarians and library workers have that their privacy
protection practices are appropriate in the context of these digital services?

Hypothesis H1: The target population has a level of concern about privacy in general that is
higher than their level of concern about privacy with regard to specified digital services.

Hypothesis H2: The target population has a level of concern about privacy with regard to
specified digital services that is higher than their level of confidence that their privacy protection
practices are appropriate in the context of these digital services.

H1 and H2 are non-conflicting hypotheses, so it is expected that support for one or both may be
found, or neither.

Null Hypothesis HOa: The first null hypothesis is that no statistically significant differences exist
between Conditions 1 and 2: concern for privacy is equal in the offline and digital contexts.

Null Hypothesis HOb: The second null hypothesis is that no statistically significant differences
exist between Conditions 2 and 3: within the specified digital contexts confidence in mitigating

practices matches level of concern.

Sampling and population

The target population for the proposed study is all New Zealand library workers and holders of
New Zealand library-related tertiary qualifications. The size of this population is difficult to estimate.
According to Careers New Zealand (2016) the number of people working as librarians in New Zealand

was 4,943 in 2014. The target population is clearly considerably greater than this.

As it is not feasible to obtain sample data from all members of this population, it is necessary to
select a sample for study. In order for this sample to provide data upon which it is possible to base
generalisations about the population, the sample must be representative (Leedy & Ormrod, 2013, pp.

206-207). Therefore an attempt should be made to ensure a sample of sufficient size.

As discussed in Leedy and Ormrod (2013, pp. 215-216), Gay, Mills and Airasian (2009) estimate

that for a population size of over 5000, a sample size of 400 is sufficient.

The data collection method adopted for the present research was to create a questionnaire, using

Qualtrics survey software, and to send requests for online participation by email to all the libraries
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listed in the Directory of New Zealand Libraries maintained by the National Library of New Zealand.
The Directory is described as providing locations and contact details of all New Zealand libraries
(National Library of New Zealand, n.d.). Where the details of the library manager was given in the
directory, the emailed requests were sent to these and asked recipients to consider completing the

online survey and inviting their colleagues to do the same.

Finally, the survey was further promoted through the library-related email discussion groups and

mailing lists NZ-Libs, PUBSIG-L, Schoollib, SLIS-NZ and TeL-SIG.

Data collection

Data was collected by means of a survey instrument designed specifically for the purpose. The
instrument was based on sections of the survey conducted by the American Library Association and
published in Zimmer (2014). While established and tested survey instruments for measuring concern
about privacy do exist, none was found that could be readily adapted to the context of libraries. Instead,
the 17-question “General Privacy Attitudes 1” section of the American Library Association survey was
taken as the basis of the present survey. This section bears considerable resemblance to the CFIP
instrument, notably including questions on the control, collection, intended purpose and unauthorised
access of information. From this, the four questions relating to the internet were removed, leaving 13
questions whose language was localised and to which a clause specifying an offline context was added
to derive Section 3 of the present survey. Sections 4 and 5 were based as closely as possible on Section

3.

The survey consists of five sections, the first two of which collected nominal data on
demographic information and on relevant services offered in the respondent’s library respectively (in
section 2, respondents were asked to check boxes for each of the following offered at their library:
Goodreads or other social cataloguing, Facebook, Twitter or similar SNS, internet facilities, wifi,
OPAC, electronic journals, ebook lending, and “ask a librarian”-type services). The remaining three
sections elicited the degree to which respondents agree with certain statements, through a seven-point

Likert scale.

Section 3 was identified as General Privacy Attitudes and is adapted from the survey published
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in Zimmer (2014).

Table 1. General Privacy Attitudes

This section relates to privacy in all aspects of life while not engaged with an internet-connected
device.
Clarification of terms: "Personal information".

Examples of "personal information" in this section may relate to political or personal views,
interests and hobbies, images and biometrics data, purchase and banking records, medical records,
physical movements, content of conversations, information in contracts, personal associates, business
associates etc., where these could potentially be linked at some time with the individual.

In questions referring to libraries/librarians, examples of “personal information” may include
lending records and content of inquries etc.

Please indicate the degree to which you agree with the following statements:

1. Individuals should be able to control who sees their personal information which was generated
offline.

2.1 am concerned that companies are collecting too much personal information about me or other
individuals engaged in offline activity.

3. I am concerned that government agencies are collecting too much personal information about me or
other individuals engaged in offline activity.

4. Government agencies should not share personal information with third parties unless it has been
authorised by the individual or by a court of law.

5. Librarians are actively working to prevent unauthorised access to individuals’ personal information
and circulation records.

6. When people give personal information to a company for a specific purpose during offline activity,
their information should only be used for that purpose.

7.1do not mind if government agencies know what I have been reading offline.

8. Companies should not share personal information obtained in an offline context with third parties
unless they first obtain specific permission of the individual.

9. Libraries should never share personal information or circulation records generated offline with third
parties unless it has been authorised by the individual or by a court of law.

10. Companies and government agencies that collect personal information in offline contexts should
take more steps to prevent unauthorised access to individuals’ personal information.

11. Libraries should play a role in educating the general public about issues of personal privacy that
are relevant in people’s offline lives.

12. Parliament should adopt more laws that protect personal information from unauthorised disclosure
in offline contexts.

13. I self-censor my offline inquiry and reading habits out of concern that my records could be
misunderstood.

Adapted from the American Library Association’s survey in Zimmer (2014).
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Section 4 was identified as relating to Privacy in Digital Services and is adapted from Section 3.
It utilised data collected in Section 2, to present only questions relevant to the respondent’s library
services.

Table 2. Privacy in Digital Services (only those applications which the respondent has indicated as
being offered were presented in the survey).

This section relates to privacy in digital services offered by the library.
Clarification of terms:
"Personal information"

Examples of "personal information" in this section may relate to any data knowingly or
unknowingly transmitted or viewed online which may reflect such things as political or personal
views, interests and hobbies, images and biometrics data, purchase and banking records, medical
records, physical movements, content of conversations, information in contracts, personal associates,
business associates etc., where these could potentially be linked at some time with the individual.
Please indicate the degree to which you agree with the statements in this section:

1. Users of the G “ e el 0 in F wifi
following oodreads | aska book ectronic PAC ternet | acebook,
;erv}gclest ShOUItd 1 or other |librarian” | lending | journals facilities | Twitter or
e able 1o conuao
who sees their social | -type similar
personal catalogui | service SNS
information: ng
2.1am G « e el ¢} in F wifi
concerned that oodreads | ask a book | ectronic | PAC ternet | acebook,
use of the her |librarian” | lend; . 1 facilities | Tuwi
following or other |librarian” | lending | journals acilities | Twitter or
services results social -type similar
in companies catalogui | service SNS
collecting too ng
much personal
information
about me or other
individuals:
3.1am G « e el 0] in F wifi
concerned that oodreads | ask a book | ectronic PAC ternet | acebook,
goverpment or other |librarian” | lending | journals facilities | Twitter or
agencies are
C(g)llecting too social | -type similar
much catalogui | service SNS
information ng
about users of the
following
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services:

4. E-government services should not share personal information with third parties unless it has been
authorised by the individual or by a court of law.

5. Librarians are G “ e el o in F wifi
actively working | oodreads | ask a book | ectronic PAC ternet | acebook,

top reven_t or other |librarian” | lending | journals facilities | Twitter or

unauthorised . o

access to social -type similar

personal catalogui | service SNS

information ng

generated in

interactions

between the

library and users

of the following

services:

6. When people G “ e el (0] in F wifi
give personal oodreads | ask a book | ectronic | PAC ternet | acebook,

mformatlo.n via or other |librarian” | lending | journals facilities | Twitter or

the following ' o

service providers | °cial | -type similar

for a specific catalogui | service SNS

purpose in their ng

interactions with

the library, their

information

should only be

used for that

purpose:

7.1 do not mind G “ e el o in F wifi
if government oodreads | aska book | ectronic PAC ternet | acebook,

agencies know or other |librarian” | lending | journals facilities | Twitter or

what I have been . o

viewing on the social | -type similar

following catalogui | service SNS

services: ng

8. Providers of G “ e el 0 in F wifi
the following oodreads | ask a book | ectronic | PAC ternet | acebook,

services should or other |librarian” | lending | journals facilities | Twitter or

not share . o

personal social -type similar

information with | catalogui | service SNS

third parties ng

unless they first
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obtain specific
permission of the
individual:

9. Libraries
should never
share with third
parties personal
information or
circulation
records of users
who interact with
the library on the
following
services unless it
has been
authorised by the
individual or by a
court of law:

G
oodreads
or other
social
catalogui

ng

ask a
librarian”
-type

service

book
lending

el
ectronic

journals

PAC

in
ternet

facilities

F

acebook,

Twitter or
similar

SNS

wifi

10. Providers of
the following
services that
collect personal
information
should take more
steps to prevent
unauthorized
access to
individuals’
personal
information:

G
oodreads
or other
social
catalogui

ng

ask a
librarian”
-type

service

book
lending

el
ectronic

journals

PAC

in
ternet

facilities

F

acebook,

Twitter or
similar

SNS

wifi

11. Librarians
should play a
role in educating
the general
public about
issues of
personal privacy
that are relevant
in using the
following
services:

G
oodreads
or other
social
catalogui

ng

ask a

»

librarian

-type

service

book
lending

el
ectronic

journals

PAC

in
ternet

facilities

F

acebook,

Twitter or
similar

SNS

wifi

12. Parliament
should adopt
more laws that
protect personal

G
oodreads

or other

ask a

»

librarian

book
lending

el
ectronic

journals

PAC

in
ternet

facilities

F
acebook,

Twitter or

wifi
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information from | social -type similar
unauthorized catalogui | service SNS
disclosure by

. ng
providers of the
following
services:
13. I self-censor G « e el ¢} in F wifi
my use of the oodreads | aska book ectronic PAC ternet | acebook,
follqwmg or other |librarian” | lending | journals facilities | Twitter or
services out of . o
concern thatmy | S°cial | -type similar
records could be | catalogui | service SNS
misunderstood: ng

Adapted from the American Library Association’s survey in Zimmer (2014).

Section 5 was identified as relating to privacy practices in place in the library, and is based on
section 3 and 4. As with section 4, questions was tailored according to responses given in Section 2 in

order to limit questions to those relevant to the respondent’s library.

Table 3. Confidence in Library Practices (only those applications which the respondent indicated as
being offered were presented in the survey).

This section relates to the privacy practices in place in the library.
Clarification of terms:
"Advice or tools"

Unless otherwise specified, examples of “advice or tools” in this section may relate to
information on the privacy implications of javascript and social media buttons, internet tracking, de-
anonymisation, identity theft and intelligence organisations etc., or use of strong passwords, cookies
management, privacy settings, encryption, javascript blocking and the Tor network etc.

"Personal information".

Examples of "personal information" in this section include any data knowingly or
unknowingly transmitted or viewed online which may reflect such things as political or personal
views, interests and hobbies, images and biometrics data, purchase and banking records, medical
records, physical movements, content of conversations, information in contracts, personal associates,
business associates etc., where these could potentially be linked at some time with the individual.
Please indicate the degree to which you agree with the statements in this section:

1. The ]ibrary G “ ebook ele OP inte F

provides advice or | godread | aska lending ctronic AC rnet acebook, ifi

;0?115 tc,) USETS O,f the sor |librarian journals facilities | Twitter or
ollowing services o

which allow them to | °ther | “-type similar

retain control of who | social | service SNS
sees their personal
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information while
fully or satisfactorily

catalogu

ing
utilising the service:
2. The library G « ebook ele oP inte F
provides advice or oodread | aska lending ctronic AC rnet acebook, ifi
;O?lls tc_) users 9f the sor |librarian journals facilities | Twitter or

ollowing services o
which allow them to | °her | “-type similar
prevent companies social | service SNS
from collecting to0 | catalogu
much personal ing
information about
them while fully or
satisfactorily
utilising the service:
3. The library G « ebook ele OP inte F
provides advice or oodread | aska lending ctronic AC et acebook, ifi
;O(l)lls t(_) users O_f the sor |librarian journals facilities | Twitter or
ollowing services o

which allow them to | °ther | "-type similar
prevent government | social | service SNS
agencies from catalogu
collecting too much ing

personal information
while fully or
satisfactorily
utilising the services:

4. The library provides advice or tools to users of E-government services which allow them to prevent
the sharing of their personal information with third parties while fully or satisfactorily utilising the

service (examples may relate to information about internet tracking, implications of javascript and

social networking buttons, managing cookies, javascript blocking etc.).

5. The library
provides advice or
tools to users of the
following services
which allow them to
prevent unauthorised
access to personal
information
generated in
interactions between
the library and
themselves while
fully or satisfactorily
utilising the service:

G
oodread
s or
other
social

catalogu

ing

«

ask a
librarian
» —type

service

ebook
lending

ele
ctronic

journals

AC

OP

inte
rnet

facilities

F
acebook,
Twitter or

similar

SNS

ifi
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6. When people give G « ebook ele OP inte F
personal information | godread | ask a lending ctronic AC rnet acebook, ifi
via t_he followmg sor |librarian journals facilities | Twitter or
service providers for ) o
a specific purpose in | °ther | “-type similar
their interactions social | service SNS
with the library, they | catalogu
can be assured that .
.. . ng
their information
will only be used for
that purpose:
7. The library does g “ ebook ele OoP inte F
not provide advice oodread | aska lending ctronic AC rnet acebook, ifi
or tools _ad,d.ressmg sor |librarian journals facilities | Twitter or
the possibility of ) o
government agencies | °her | “-type similar
knowing what users | social | service SNS
of the following catalogu
services have been .
L. ing
viewing:
8. The library € « ebook ele OoP inte F
provides advice or oodread | aska lending ctronic AC met acebook, ifi
tools t(,) USErs 9f the sor |librarian journals facilities | Twitter or
following services ) o
which allow them to | °ther | "-ype similar
prevent their social | service SNS
personal information | catalogu
from being shared ing
with third parties
while fully or
satisfactorily
utilising the service:
9. Use of the G « ebook ele OP inte F
following services in | oodread | ask a lending ctronic AC rnet acebook, ifi
1pteract10ns with the sor |librarian journals facilities | Twitter or
library does not ) o
result in the sharing | °ther | “-type similar
of personal social | service SNS
information or catalogu
circulation records .
ing

with third parties
without the
authorisation of the
individual or a court
of law:
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10. The library G «“ ebook ele OP inte F
actively advocates oodread | aska lending ctronic AC rnet acebook, ifi
for proylders O_f the sor |librarian journals facilities | Twitter or
following services ) o
that collect personal | °Mer | “-type similar
information to take social | service SNS
more StepS to Cata]ogu
prevent unauthorized ing
access to
individuals’ personal
information:
11. Librarians are G “ ebook ele OP inte F
actively engaged in | oodread | aska lending ctronic AC rnet acebook, ifi
educating th_e sor |librarian journals facilities | Twitter or
general public about ) o
issues of personal other | "-type similar
privacy that are social | service SNS
relevant in using the | catalogu
following services. .

ing
12. The library G « ebook ele OP inte F
actively advocates oodread | aska lending ctronic AC met acebook, ifi
for parliament to sor |librarian journals facilities | Twitter or
adopt more laws that ) o
protect personal other -type similar
information from social | service SNS
unauthorized catalogu
disclosure by ing
providers of the
following services:
13. The library G « ebook ele oP inte F
provides advice or oodread | ask a lending ctronic AC rnet acebook, ifi
tools t(_) USers 9f the sor |librarian journals facilities | Twitter or
following services ) o
which allow them to | °ther | "-type similar
make informed social | service SNS
decisions about catalogu
whether to self- ing
censor to avoid their
records being
misunderstood:

Adapted from the American Library Association’s survey in Zimmer (2014).
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Ethical considerations

The present research involved collecting data from human participants, and it was therefore
necessary to gain approval from the School of Information Management Human Ethics Committee
(HEC). Data was collected anonymously, but an option to provide personal details was included for
those who wish to have a summary sent to them. For these cases, personally identifiable data was at no

point associated with research data, and will remain confidential.

This research was conducted in accordance with the principles of the Treaty of Waitangi and

with the guidelines of the HEC.

Data analysis

The 300 partial and completed responses were downloaded from the Qualtrics platform and
imported into R (R Core Team, 2015), via the command read.csv() and with the string “NA” introduced
for missing values. Of these, 106 contained no responses beyond the initial demographics sections and
were not included in the analysis. A further 59 responses between 55% and 77% complete were also not
included in the analysis. This left 135 completed responses for analysis, of which 129 reported at least
one digital service offered by their library (the remaining six were not asked any Condition 2 or
Condition 3 questions). Empty columns representing survey items not intended to be shown to
participants were removed using subset(), and questions that used negative language were reverse

coded using the recode() command from the likert package (Bryer and Speerschneider, 2016).

Cronbach’s Alpha tests were used to determine internal consistency of the questions within each
condition. As described in Gliem and Gliem (2003), George and Mallary (2003) provide as a guideline
that a Cronbach’s Alpha of .7 or greater can be taken to show an “acceptable” level of internal
consistency. A total of 17 dataframes were created for this purpose, each containing 13 columns
representing responses to 13 questions. These were made up of eight dataframes for condition 2 — one
for each digital-service type, eight dataframes for condition 3 — one for each digital-service type, and a

single data frame for condition 1.

The Kruskal-Wallis one-way ANOVA test was used to see if there were differences in the
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medians across conditions using kruskal.test() in the stats package in R (R Core Team, 2015). Kruskal-
Wallis one-way ANOVA tests can be used to test for differences where there are more than two
conditions and where data are not normally distributed (McCrum-Gardner, 2008). As further
confirmation that conditions 1 and 2 measured concern, the same test was carried out on the subsets
“concern” and “importance”. Five questions in Condition 1 asked respondents to rank a statement
which explicitly expresses concern, while the statements in seven questions express the importance of
aspects of privacy. In the latter group, if importance is high (conditions 1 and 2) and confidence is also
high (Condition 3), this does not indicate concern. But if importance is high and confidence is low, this

can logically be interpreted as concern.

Wilcoxon Signed Rank Tests were selected as they are suitable for testing for differences
between paired samples of ordinal data, or of interval data where the assumption of normal distribution
is not satisfied (McCrum-Gardner, 2008). Medians were compared across conditions using the
Wilcoxon Signed Rank Test in the stats package in R (R Core Team, 2015), wilcox.test(paired=T,
alternative = “less”), in order to see if there were differences in the paired conditions of Condition 1
and Condition 2, and between Condition 2 and Condition 3. This test was performed on the same 17
dataframes as were created for the Cronbach’s Alpha tests (i.e. they were performed on each digital-

service type separately within Conditions 2 and 3).

Limitations

Considerations of reliability and validity must be central to any research project to ensure the
utility of its results and value of its conclusions. Face validity refers to the perception of credibility of
the survey among participants, and can be achieved through quality of presentation of the survey and
surrounding documents as well as appropriate construction and wording of questions. In an effort to
ensure face validity, care was taken to present invitations to participate professionally. The result of 300
partial or complete responses indicates a degree of success in this. Questions were based on an existing
survey by a respected organisation in the first instance, and adaptations were made based on a study of
literature and an environmental scan around privacy threats in libraries. Appropriateness of the
questions was further tested through informal interviews with librarians. However, the need to specify
distinctions between conditions, and to keep working consistent within conditions, resulted in

somewhat lengthy wording. Four of the 30 respondents who wrote comments indicated that questions
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were made confusing by their length or by their similarity to each other, and one respondent indicated
that they thought the questions biased (they did not specify in what way). While care was taken to
avoid these issues, these responses show a somewhat problematic level of face validity which is one

possible contributing factor to the relatively low completion rate of 135.

Self-report data such as those collected by questionnaire research are subject to distortions
(Leedy & Ormrod, 2013, p. 190). Of particular concern are construct validity and content validity,
which are achieved if the quality to be studied is broken down into several measurable aspects (Andres,
2012). A section of the American Library Association survey that bears similarity to the established
CFIP survey instrument was selected. The questions selected and adapted made use of established
constructs underlying concern for privacy such as control, collection, intended purpose and
unauthorised access of information in order to maximise the construct and content validity of the

instrument.

Another aspect of reliability is known as instrumentation, and refers to the effect that the
structure of questions themselves have on results (Andres, 2012). In adapting questions for Conditions
2 and 3, care was taken to keep the wording as similar as possible across conditions, to ensure that any
differences measured were due to differences in the data and not in the instrument. However, in order to
make the meaning of questions clear, some difference in wording was necessary. It is possible that

these differences may have led to different interpretations in the different contexts.

The validity of research can be impacted when participants tend to agree with statements for the
sake of being agreeable, which is known as acquiescence bias. Negative phrasing of some survey items
was employed to help counteract acquiescence bias. There is a tradeoff, however, with ease of
comprehension and completion of the survey. Therefore relatively few questions with negative phrasing
were used. In instances where negative phrasing was used, responses seemed to be in line with other

responses, giving some indication that no strong acquiescence bias was present.
Of the 300 responses recorded, 135 were were completed to the end. This is a fairly low ratio of

completion which may have negative implications for the representativeness of the sample. One further

possible explanation for this low ratio may be a high incidence of people having access to multiple
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internet-connected devices. If a participant first looked at the survey on a work computer and then
decided to complete the survey on a smartphone on the way home for example, this could have resulted

in a partial response being recorded as well a complete one.

The sampling method employed was a form of self-selection sampling. This will inevitably
effect the representativeness of the sample. Furthermore, the sample size (135) fell short of the number
thought desirable (approximately 400, as mentioned above) for representativeness of a large
population, limiting the level of confidence with which inferences can be made to the whole

population.

The design stage of this study did not have the benefit of consultation with experts in digital
security, privacy, data analysis, digital surveillance etc. An ideal survey instrument would reflect very
accurately the most pressing privacy threats and the best strategies for mitigating these. A review of the
literature was undertaken to identify these as well as could be managed. However, it is possible that the
wording used and the examples given in questions may have had an impact on results, and indeed one

participant left a comment describing the questions as “biased” (without describing in what way).

Reading level and unequal access to the internet have been cited as impediments to accurate data
collection through questionnaires, but with the target population being those working in libraries

neither of these limitations are likely to have been serious (Leedy & Ormrod, 2013).

Results

The Cronbach’s Alpha test on Condition 1 gave a Standard Alpha of 0.78. The same test repeated
for each digital-service type within Condition 2 gave Standard Alphas ranging from 0.74 to 0.87. For
each digital-service type within Condition 3, Standard Alphas ranged from 0.93 to 0.96. These results
indicated that the conditions had a level of internal consistency in the acceptable range or higher, and

were therefore suitable for further testing.

A Kruskal-Wallis one-way ANOVA test across the three conditions gave a chi-squared of 2932.2,
with a p-value of less than 0.001. This result shows to a high degree of certainty that there were shifts

in the distributions of the conditions. The same test conducted on the subset of questions focusing on
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“importance” across the 3 conditions gave a chi-squared of 2456, with a p-value of less than 0.001.

Results of the Wilcoxon Signed Rank Test on Conditions 1 and 2, run separately for each digital-
service type within Condition 2 (that is, with the median of Condition 1 responses being compared with
the median of Condition 2 responses relating to ebooks and then to the median of Condition 2
responses relating to wifi, and so on), gave a V ranging from 9349 to 103250 with p-values ranging
from 0.019 to less than 0.001. This showed that concern for privacy in general was higher than concern
for privacy in the context of all of the specified digital services. For the same tests run on each digital-
service type within Condition 2 and its counter-part in Condition 3, results ranged from V = 6019.5 to
V = 93992, with p-values all less than 0.001, showing that the level of concern for privacy in the
context of each of the digital services was greater than the level of confidence in privacy protecting

practices for those same services.

Table 4. Wilcoxon Rank Sum Test results

\" p-value
Cond. 1, Cond. 2 (GoodReads) 9349 <0.001
Cond. 1, Cond. 2 (wifi) 103180 <0.001
Cond. 1, Cond. 2 (Facebook) 36458 0.019
Cond. 1, Cond. 2 (computers) 103250 <0.001
Cond. 1, Cond. 2 (OPAC) 69132 <0.001
Cond. 1, Cond. 2 (e-journals) 38145 <0.001
Cond. 1, Cond. 2 (e-books) 39542 <0.001
Cond. 1, Cond. 2 (Ask-a-librarian) 49554 <0.001
Cond. 2(GoodReads), Cond. 3 (GoodReads) 6019.5 <0.001
Cond. 2(wifi), Cond. 3 (wifi) 83116 <0.001
Cond. 2(Facebook), Cond. 3 (Facebook) 14370 <0.001
Cond. 2(computers), Cond. 3 (computers) 87650 <0.001
Cond. 2(OPAC), Cond. 3 (OPAC) 93992 <0.001
Cond. 2(e-journals), Cond. 3 (e-journals) 52547 <0.001
Cond. 2(e-books), Cond. 3 (e-books) 51454 <0.001
Cond. 2(Ask-a-librarian), Cond. 3 (Ask-a-librarian) 69854 <0.001

The type of library reported by respondents is listed in Table 5, with public libraries being the

most numerous.
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Table 5. Library type

number of responses

Public 43
School 30
Academic 27
Special 24
Other 11

Table 6 shows reported job descriptions, with the greatest number being “Librarian”.

Table 6. Job description

number of responses

librarian 84
library paraprofessional or library worker 7
Graduate of a librarianship or related programme 8
library volunteer 2
library administrator (management) 26
library administrator (staff level) 1
other library related role 7

Of the digital services offered by the libraries of the 135 respondents who gave complete
responses, the most common were wifi, In-library computers and an online public access catalogue

(OPAC), as shown in Table 7.

Table 7. Digital services offered

Number of responses

GoodReads or other social cataloguing 34
Wifi 120
Facebook, Twitter or similar SNS 64
In-library computer with internet access 119
OPAC 117
Electronic journals 83
E-book lending 91
“Ask a librarian”-type service 90
None of these 6
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Discussion

The present research investigated the level of concern that New Zealand library professionals
have in online and offline contexts, as well as their level of confidence that their libraries’ privacy-
protecting practices in online contexts are appropriate. In particular two non-conflicting hypotheses
were proposed: H1, that concern in Condition 1 was greater than that in Condition 2, and H2, that

concern in Condition 2 was greater than confidence in practices in Condition 3.

Analysis of the data provides a basis for rejecting the null hypotheses HOa and HOb of no
difference between Conditions 1 and 2, and between Conditions 2 and 3. Support is found for both
hypotheses H1 and H2, that concern for privacy in digital contexts is less than concern in offline

contexts, and that in digital contexts confidence in mitigating practices is less than concern.

In order to answer the research questions of the preset research, three subquestions were posed:
what are the levels of a) offline privacy concern b), privacy concern in digital services, and c)
confidence in practices. From the seven-point likert scale data gathered, where 1 was “strongly agree”
and 7 was “strongly disagree”, the mean values of these three conditions were 2.24, 2.69 and 4.19
respectively (means across all service types were taken for Conditions 2 and 3). This shows that
concern is high in both the offline and the digital services contexts, and that confidence is relatively

low.

The two research questions posed were: a) to what extent does offline privacy concern differ
from online privacy concern, and b) to what extent does online privacy concern differ from confidence
in online privacy protection practices. The results show that offline and online privacy concern differ
only slightly, and that online concern differs considerably from confidence in online privacy protecting

practices.

In the offline context, in questions 1, 4, 6, 8 and 9 respondents showed a very high level of
support for the right to control over one’s personal information, and for the idea that personal
information should not be shared or used for secondary purposes without authorisation, with well over

» o«

ninety percent indicating agreement (that is, either “strongly agree”, “agree”, or “somewhat agree”)..
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Condition 1 {1 of 2). questions 1-7
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fhair personal miormaton which was genaraied 98% 2% 1%
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1
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Mfﬂmﬂmhlﬂﬂh&lﬂmﬂ!ﬂ% 20% 3%
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When peopls give personal information o a
company for a spadic during offine ,
Sy, Bock Eiiuit i ot ooty b ged T e bF
fot fhal purposs
Idnnmmﬂﬂqummmnugmdmhmmmlm 30
have been readmg offine
100 5 5 104
Percentage
.Mm Somewhal agres Somewhal disagres
Response —
|I - Agree Mmagrmmﬁaagm.[ﬁagm

Results for questions 10 and 12 indicate concern, with 95% agreeing that more work should be
done to ensure such practices, and 78% agreeing that additional legislation should be adopted. (Note

that question 7 in the figure about has been reverse coded).
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Condition 1 (2 of 2),
guestions 8 - 13

Caompansas shauld nof share personal inlormadon
obiamad in an offine conlext wilh third parfes 99%

uniass thay Brstobian spacic penmesson o

e individual

1% 0%

Libramas should never share parsonal imiormaton
or crcuiaton records generated offine wilh gaor

fhird parfies unbess il has been authonssed by

e ndnadual o by a cour of law

Gompanies and govarnmeni agencies fai collact
p=rsonal informaton in ofine contesds should
iake more sieps fo preveni unauthorised access o
ndrviduals’ personal inlormaton

93%

Libraras should play a role in educaing e
gameral public about issues of personal privacy 81%
fhat are refavani m people’s offine fves

13% 8%

Parfament shoubd adop mors laws fhat projec

i
#

personal injormaton from unavthorsed disdosure TH% 13% 9%
i offine condexis
1
| zefi-cenzor my offine mnguiry and reading
habits oui of comcamn that my reconds could be 35% 11% a4%
mesundarsizad
|
100 S ] 5 100
Percentage
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Response -~

Regarding privacy with importance did not necessarily mean respondents felt their openness
impinged, however, as much as 35% agreed that they self-censor in reading and inquiry, with 54%
disagreeing. This represents a considerably higher degree of self-censorship than that found in the two
US surveys of librarians reported in Zimmer (2014), however. Those showed between 15% and 21%

agreeing, and between 66% and 76% disagreeing to a similar “I self-censor” statement.

The data indicate that concern for privacy is high in both offline and digital contexts, which

shows that in general New Zealand library attitudes towards privacy are in line with those espoused by
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the American Library Association and the International Federation of Library Associations and
Institutions. This lends support to the traditional idea that libraries can and should be involved in

protecting privacy.

Although the difference was relatively small, the concern for privacy in digital services was
found to be significantly less than in the offline context. It is beyond the scope of the present study to
determine the reasons driving this difference. However, two possible reasons that may explain a lower
level of concern in the online context are that, firstly, a need may be seen to trade-off privacy against
other benefits or, secondly, there may be a sense of an inevitability of reduced privacy online which

invites acceptance.

It will be important for the profession to note this difference, and to come to an agreement about
its significance. If the causes for the difference are deemed to be justified, a somewhat reduced notion
of privacy rights should be accepted and defined for the digital context. If the causes are deemed to be
rooted in a lack of knowledge or resources to enable protection of privacy in digital contexts, efforts
should be made to reduce this deficit. Some support for this latter explanation of the cause of the
difference found between Conditions 1 and 2 may be present in the data showing such a large deficit in
Condition 3 as compared to Condition 2. Zimmer (2013a) found that professional journal articles put
far less emphasis on privacy solutions than the level of concern seemed to require. Likewise, the
present study shows less confidence in practices for protecting privacy than would seem desirable
given the level of concern. The cause of discrepancy in both cases may well be the same: it may be that

the necessary expertise is not present in the profession.

Other causes for the difference in Conditions 2 and 3 may include a lack of control over privacy
due to the parent organisation being responsible for IT infrastructure, a lack of control over the data
collection practices of third-party providers, a desire to resist privacy protections in order to safeguard
law enforcement, a lack of resources for privacy protection and privacy education, and it may be that
individual library policies do not permit privacy protecting practices to be carried out to an extent in

agreement with the level of concern of staff.

While it is not within the scope of the present research to determine the appropriate responses to
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the many privacy challenges faced by libraries, the results do indicate that librarians believe that efforts
should be made to improve practices. It is fortunate that there are a number of organisations which
offer advice to libraries on this topic, and a summary of some these may be of use here. The advice
varies in ease of implementation and in applicability to individual libraries, and some may be more or
less controversial. The situation is complicated by the fact that in some instances it is the parent
organisation or its IT department, rather than the library itself, which has direct control of many of the
systems that impact privacy. Therefore, it is important that individual libraries, library associations and
library education providers find ways to open channels of communication on the topic of privacy both

internally and amongst themselves, as well as with parent organisations and more broadly.

For this to be effective, individuals will need to be familiar the challenges and potential
solutions. Many useful resources for this purpose are offered by organisations such as the American
Library Association, the Library Freedom Project and the Electronic Freedom Frontier. Rich as these
resources are, however, they do have a focus on the US, with its different regulatory environment.
Libraries in New Zealand would benefit if a resources such as the American Library Association’s

“Privacy Toolkit” (2007) were adapted for local applicability.

The Privacy Toolkit recommends that libraries’ approach to privacy include maintaining a
privacy policy and designating a privacy officer, conducting of privacy audits, advocacy and education,
all of which are relevant to the concerns indicated by the present research (American Library

Association, 2007).

A privacy audit should include the library’s data collection and retention practices, as well as
those of third-party service and content providers. The information should be shared with patrons and
staff, and should be considered in future decisions on the provision of services (Farkas, 2015).
Similarly, careful consideration of privacy implications should given to any new content or services
providers. Disclosure of data collection and storage practices should be required of any potential
provider and, if the service is adopted, these practices should be communicated to patrons and staff.
Two of the participants in the present research wrote comments indicating a lack of knowledge about
what privacy protections were in place, suggesting that greater privacy auditing and communication of

the results is required in some cases. A list of areas to check for personally identifiable information in a
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privacy audit is given in the Privacy Toolkit (American Library Association, 2007), with many of the

items being relevant to the concerns found in the present research.

It can be assumed that any unencrypted information transmitted over the internet or on a local
network will be “intercepted and used”, according to Breeding (2016). Libraries can address this issue
by ensuring that third-party providers’ and their own websites and OPAC are encrypted with HTTPS,
by installing the HTTPS Everywhere browser plug-in from the Electronic Freedom Foundation on their
public-facing computers and by encouraging patrons to do the same on their devices and to be aware of

this issue.

It can be difficult for individual libraries to exert much influence over the data collection and
encryption practices of third-party providers, as was pointed out in comments left by two participants
of the present research. It may be possible to increase this bargaining power if libraries are able to act
together in negotiations, perhaps coordinated by library organisations. In the case free applications such
as social media applications this appears even more difficult. As one participant commented, a cross-
sector approach involving the library sector, the technology, NGOs and government working together
may be necessary for this. A finding of this research, that 67% of respondents believe that more laws
should be adopted to protect privacy in the context of digital services (taken as an average across

service types), suggests that there may be considerable support for this idea.

While snooping of unencrypted data can be expected anywhere on the internet, the risk is even
more pronounced over wifi hotspots (Breeding, 2016). An even more serious risk is that fake wifi
hotspots can be run by malicious actors within the vicinity of legitimate hotspots and with similar
names, seeking to fool victims into connecting in order to steal sensitive information or deploy
malware. Posters or information sheets could be provided to inform patrons of the correct name of a
library’s legitimate wifi service and to caution users about accessing sensitive information over wifi to
address this. Breeding (2016) provides discussion of the options available to libraries that choose the

greater convenience of an open wifi network, or the greater security of an encrypted network.

While important, and likely sufficient for many purposes, the kinds of practices mentioned above

can help to provide confidentiality in a way that has been likened to using an envelope to post a letter
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rather than sending a postcard which can be read by anyone—their aim is not to provide anonymity, but
simply to prevent data from being needlessly broadcast to unrelated parties. Macrina (2015), citing
evidence of a chilling effect upon writers as a result of NSA surveillance, argues that the protection of
intellectual freedom and privacy for all members of society requires that the ability to use the internet
anonymously must be afforded, and that libraries can contribute to this by providing and promoting the
tools for anonymous web browsing Tor and the Tor Browser. Libraries serve vulnerable groups such as
immigrants that may come from oppressive regimes and domestic abuse victims who may be in special
need of anonymity online. Given that 38% of respondents in the present research indicated some level
of agreement that they self-censor on digital services (averaged across digital services), it is likely that
the most vulnerable groups in society experience an even stronger chilling effect. This suggests that
intellectual freedom may indeed be improved by the provision of the Tor Browser in public-facing

computers.

With developing technologies, threats to privacy also develop along with the opportunities. More
important than any individual solution to current threats is that librarians, libraries, library training
institutions and library organisations engage with the issues to best equip themselves to manage current
and future challenges (Gressel, 2014). This should involve education of staff and the public, care in
procurement decisions or in negotiating these decisions with parent organisations, development of tools
and information packs for staff and for the public and advocacy and outreach to build greater awareness

and better outcomes for privacy.

Conclusions

Privacy is an important aspect of the health of a society, necessary for the preservation of
democracy and intellectual freedom, the protection and promotion of which has long been associated
with libraries. The present research found evidence that the challenge of protecting privacy in the
context of rapidly evolving technologies has meant that concern about privacy has come to outweigh

confidence in privacy protecting practices of libraries.

Significant differences across the conditions measured were found, with offline privacy concern
being the highest and online privacy concern also being high, and confidence in privacy-protecting

practices being relatively low.
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Whatever the reasons for the differences, it is clear that New Zealand librarians and library
workers believe that privacy should be protected and that more ought to be done. Furthermore, there is
evidence that the various digital services offered by libraries themselves, often through third parties or
parent organisations, do not currently provide a level of protection that matches those beliefs. The level
of advocacy and education for privacy undertaken by libraries is also seen by respondents as being less

than it should.

Resources for privacy protecting practices were pointed to, and some solutions discussed. The
creation of localised privacy resources, greater privacy related education and awareness-raising for
library staff and for patrons, and the development of avenues for cooperation in negotiations and

advocacy for privacy were recommended.

Further research

There is much research to be done in the field of digital privacy and libraries. Qualitative studies
could look at the causes of the lower level of confidence in privacy protection practices found in the
present research, by interviewing librarians about their attitudes and competencies with regard to
privacy and digital technologies. Privacy policies in place in libraries could be examined to find out the
proportion of libraries that display these online or within the library. Content of the policies could be
analysed for comprehensibility and practices covered. Data collection and retention practices of
libraries could be examined for compliance with regulations and policies. A study of library websites
and websites associated with e-governance could be made to discover and analyse any privacy harming
technologies such as tracking cookies, web beacons and social media buttons that may be present. A
survey of libraries and government agencies could be conducted to discover the existence or frequency
of requests for patrons’ or customers’ information by government agencies, and the information sharing

regulations cited in these requests.
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Appendices

Appendix 1. Question by question comparison of Conditions 1 -3 (means of digital-service types)

(Note that questions 7 have been reverse coded).

Q3.1.In.an.offline.c_18 - 98% GG 2% 1%
Q4.1mean - 97% I 3% 0%
Q5.1mean  34% B= 17% B | 49%

Q3.2.l.m.concerned.t 18 77% R 12% M 1%
Q4.2mean  37% = 30% | 33%
Q5.2mean  33% il 17% - 1Im 50%

Q3.3 18 55% s 23% N | 22%
Q4.3mean  29% i 26% | 45%
Q5.3mean  25% | | 25% 1IN 51%
Q3.4_18  os% NN 2% 0%
Q4.4_2 o9 1% 0%
Q5.4 2 g [ | 24% | 49%
Q35 18 71% T 20% | 8%
Q4.5mean 56% (R 27% N | 17%
Q5.5mean  35% B 20% - 1m 44%
Q3.6_18 98 I 2 0%
Q4.6mean  98% I 1% 1%
Q5.6mean  67% S Rich s iy 21%2 W 12%
Q3.7_18 62% EEEEE | 8% 1IN 30%
Q4.7mean  55% B 17% N 28%
Q5.7mean  16% 15% B | 69%
Q3.s_18 99 I S o 0%
Q4.8mean  96% I N 7 1%
Q5.8mean  42% BT 20% B | 38%
Q3.9_18 938% I S 2%
Q4.9mean  99% I S 0%/ 1%
Q5.9mean 74% 19% 1 8%
as.10_18 - 95% N 5% 0%
Q4.10mean - 78% NG 17% 1 4%
Q5.10mean  31% [ | 21% . | 48%
Q3.11_18 81% T 13% | 6%
Q4.11mean 86% [ 10% 4%
Q5.11mean  44% &8 18% | 38%
Q3.12_18  78% e 13% W 9%
Q4.12mean  67% [Fus s iy 23% M 10%
Q5.12mean  16% B 22% B 0 62%
Q3.13_18 35% = 11% B | 54%
Q4.13mean  38% [ | 5% N 57%
Q5.13mean  27% =] 21% . 0 | 52%
100 50 0 50 100
Percentage
. Strongly agree Somewhat agree Somewhat disagree . Strongly «
Response : . .
Agree Neither agree nor dlsagree- Disagree
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Appendix 2. Question by question comparison of Conditions 1 -3 (Facebook, Twitter and SNS 1 of 4)

Three conditions compared
Facebook, Twitter and SMNS 1 of 4

Individuals should be abls o control who seas
fheir personal informaton which was generaled

Uizers of Facebook should be able fo control who
sees e personal miormaton

Thea Bbrary prowdes advice or foolks fo users of
Faceb.ook which aliow them fo refain control of
wha sees fer personal informaton whille fully

or satsiacionily uilising Facebook

| am concernad fhal companies are collecing oo
much personal information about me or other
mdnviduats engaged in offine achuty

| am concermed fhatuse of Facebaok results in

Companes o0 rmuch personal
mniormaton about me or ofer mdaduaks

Thea Ebrary prowdes advice or fools fo users of
Facebock which allow fhem io prevent companias
froim colecing ioo much personal information

e

ary prowvides advice or iooks io wsers of

Famhu-uk allow fam o prevent govermmeant
agencies cofleciing foo much

mmﬁmam

uilising Facebaoks

Govermnmeni agenoes shoubd nod share personal
miormaton with fird pe umbess it has been
authorized by fhe i or by a court of law

E-government servicgs should not share
mmmmmmmn baan
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Appendix 3. Question by question comparison of Conditions 1 -3 (Facebook, Twitter and SNS 2 of 4)
(Note that questions 7 have been reverse coded).

Three conditions compared
Facebook, Twitter and SNS wifi 2 uf 4

Librarians are acively
ummhmm T1%
mwaima:dm‘mlaimm

8%

Liprarians are ackvaly o pravent

unaufhortsad accass hp-amnnalmmm

generaied in inferactons batwesn his and
usersof F

Tha Bbrary prosides advice ar focis fo users of
Facebook which allow fhem lo preveni unaufonised

aocess o personal inlormaton generatedin - 26%
mieraciions betwesn te fibrary and fremselves
while ully or safsiacionly uilesng Facebook

\'ﬁranp-aﬂplagha-pﬂmrallﬁmmaimha

Srkvar fas Earmafon Sk anky b usod

for that purpose

Facebaak for a i in fheir
Siiosctnne il T Reary. b mianaton EEE
shauld only be usad lor fual purpose

Facabaok aq:eﬁnpmpmenlmw
mmmmmw m.nhn 45%
Madmmmm

i)rlmpmpu-ae

| diz nat mind i governmeant agencies know whai | a2 a5
have been reading offina il

3

| dio nat mind | government agencies know what | 3%

have bean wawing on Facsbook it

. i

The Eorary does not ade adwce of ioaks
ing fe possbifity ol govemnmeni agencies  14%
knowing what users of Faceibook have been wewing

Res e . T Tk otz .Emm disagrs
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Appendix 4. Question by question comparison of Conditions 1 -3 (Facebook, Twitter and SNS 3 of 4)

Three conditions compared
Facebook, Twitter and SNS 3 of 4

Companies should nod share persanal imformagon
mnm%wmmm ‘ i
mﬂamlmyiﬂohunq:etﬁcﬁmni

Providers of Facebook shauld not share
oblain speciic penmission of fhe mdividual

The Borary provides adwvice or fools fo users of
Facabaook which allow fham io prevent e
paraonal infosmaton from befng sharad wath fird

paﬁaﬂﬁﬁwmm

Librarias should never share parsonal informafion
or crculafion records generated offine with

fhird pardes unbeas it has been auhonsed by

2 indiadual or by a courtoflaw

Lhamdmﬁmdmeuﬁthdpam
personal informafion or crculaton records of
mﬂnﬂmﬂﬂiﬂhﬂymF&m
uniess it has been auforsed by the ndiadual

of by a court of law

Use of Facsbaok in misrachons wiih fhe Bbr,

Companses and govemmeni pas fhat collect
s i m‘ i i
iake more sleps fo preveni unauthornised access 1o i L ;

16% 6%

100 30 ] o 100
Percentage
B E.Sl'm:ngm Somewhnatagres Mm.ﬁmw
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Appendix 5. Question by question comparison of Conditions 1 -3 (Facebook, Twitter and SNS 4 of 4)

Three conditions compared
Facebook, Twitter and SNS 4 of 4

Caosmpanies should noi share persanal mlormaiion
Mnm%mmmm ” i
mﬂemlwiﬂohunqﬂuicﬁmoj

1

Pravaders of Facebook should not share personal
imdormation with third parfes unbass they firsi
olblain spacific penmission of the mdividual

The Bovary provides adwvice or fools fo users of
Facebook which allow fem io prevent e
paraonal infosmaton from befng sharad weth fird

parsiss wiile y oc satstaciorly ufkang
I

Librarias should never share parsonal informagion
or crculafion records generated offine with : 126

fhird parfes unbess it has been authonsed by

e indiwdual or by a courtaflaw

Lhamdmﬂdmdl.amuﬁthdpam
iniormafion or circulafion records of

maﬂmmhmd'ﬂlﬂnhmmﬁmhm&

uniess it has been auforsed by the ndiidual

of by a courtof law

Use of Facebaok in iverackons wilh the bibr,

Companses and govemment pas fhat collect

B i m‘ i E

iake more sieps fo preveni unauthorised acoess o I H ;
individuals” personal informaton

168% 8%

Facatool ol parsonal miprnaton

299
hhmemhmmﬂmﬂmmdmh
indnaduals’ personal information

100 30 i) 50 108
Percentage
B B.Stonmlm Somewhnat agres ::.Mm.ﬁmm
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Appendix 6. Question by question comparison of Conditions 1 -3 (wifi 1 of 4)

Three conditions compared
In-liprary wifi 1 of 4

Incividiuals should be able to control who sees
fiair parsonal indormation which was genaraled

Uisars of wiff should be able lo control who sees
freir personal ndormation

The Borary prowdes advice or fooks fo users of
will which afiow them io relain control ofwho g
seas their personal infommaton while fullyor  °
safisiacionly uilising wil
| am concerned fhat companies are colacing foo
much personal informaton about me or odher
ndividuals engaged in offine acihly

1amon|_wamadlm1men1uiimihh

| am concemed fal govemnment agendes
or ofher individuaks engaged in offine achvity

| am comcemead fal government agencies are

wil

Government agenoes shoubd nod share personal
nformaton with find umnless it has been
authorized by fe indiv of by a courtof law
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Appendix 7. Question by question comparison of Conditions 1 -3 (wifi 2 of 4)
(Note that questions 7 have been reverse coded).

Three conditions compared
In-library wifi 2 of 4

Libear: vet 3
mauhulimdggemhhmpwmal

miormation and circulation recards

Libranans are acively working to pravent
unauthosized access o personal mlonmagon
generaiad in inferacions batkeen fhe Borary and
ugers of will

a.dmeurluﬂhhmnd’

‘When paapée give personal inlormaton via will
for a specific purpose in feir interacions with

e Ebrary, fheir indormation should only be
umad jor fhat purpose

‘When paaple give personal inlormation via will
for a specific purpase in fheir interacions with

fhe Fbrary, can be assurad fhal e
informaiion will be uszed jor fal purpose

| diz nat mind i governmeant agencies know what |
have been reading offina

| dio nat mind | govemnment agencies know what |
have been wewing on will

The Eorary does not prowds advios of iooks
e poszibdity ol govemmeni agencies
kmowing what users of will hawe been wewing
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Appendix 8. Question by question comparison of Conditions 1 -3 (wifi 3 of 4)

Three conditions compared
In-library wifi 3 of 4

Caowmpanies shauld noi share personal information
obiained in an offne contextwith third parfes
mimlwidobmmg:md

Providers of wili should not share personal
misrmaion with fhird parfies unbass fey rst
abdain spacific penmession of e ndividual

TI‘WRI’B.I}' b advice of 100és o usars od

wil which: fem fo prevent their parsonal
miormaion from being shared with fhird

Mﬁtﬂymmﬂnﬂrﬂyuﬁmﬂw

Librarias should never share personal informafion
or crculafion records generated offine with

third parfes uniess i has been auhonsed by

e indiwdual or by a courtoflaw

Libranes should never shara with fhird parfies
mbormafion or crcubation records of

us=ers wiha ineract with the Bbrary on wil
uniaas it has been auhorised by the indiadual
of by a couriof law

Uze of well in mlerachons with fhe Bbeary does
nod resultin fhe ing o informagion
o ealiaon oot G parten waliond
hmdhmmam@

Companses and govemment fhat collect
personal informaton n confexts should
iake mone o unaufonsed access o

Prowidars of wifl that collect personal
mlormaton should take mare sleps o prevent
unauforizad access ko ndividuaks’ i

The filbrary acvwely advocales jor providers of
wifl that collect parsonal imlormation fo take
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Appendix 9. Question by question comparison of Conditions 1 -3 (wifi 4 of 4)

Three conditions compared
In-library wifi 4 of 4

Caowmpanies shauld noi share personal information
obiained in an offne contextwith third parfes
mimlwidobmmg:md

Providers of wili should not share personal
misrmaion with fhird parfies unbass fey rst
abdain spacific penmession of e ndividual

TI‘WRI’B.I}' b advice of 100és o usars od

wil which: fem fo prevent their parsonal
miormaion from being shared with fhird

Mﬁtﬂymmﬂnﬂrﬂyuﬁmﬂw

Librarias should never share personal informafion
or crculafion records generated offine with

third parfes uniess i has been auhonsed by

e indiwdual or by a courtoflaw

Libranes should never shara with fhird parfies
mbormafion or crcubation records of

us=ers wiha ineract with the Bbrary on wil
uniaas it has been auhorised by the indiadual
of by a couriof law

Uze of well in mlerachons with fhe Bbeary does
nod resultin fhe ing o informagion
o ealiaon oot G parten waliond
hmdhmmam@

Companses and govemment fhat collect
personal informaton n confexts should
iake mone o unaufonsed access o

Prowidars of wifl that collect personal
mlormaton should take mare sleps o prevent
unauforizad access ko ndividuaks’ i

The filbrary acvwely advocales jor providers of
wifl that collect parsonal imlormation fo take
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Appendix 10. Question by question comparison of Conditions 1 -3 (E-books 1 of 3)

Three conditions compared — E-book lending

Individuals should ba able o control who saes
thair parsonal infarmabon which was ganarated Eﬂ'ﬂ._ 1%
offfing
Usars of Bbook lending should ba abla o contral 942 4 19
mﬁasmm parsanal information
Tha library p advica ar toals to usars of
Ebaok landing which allow tham 1o rafain contral 4% 49
ot who sees their parsonal infarmation whila
| am chvbBamER i dem it nashoecReioa
much parsanal information about me or othar 77% 11%
ol v
lam r::mmnagmjéla mﬁﬁcﬁhrﬂh &Tﬂg
in companias colla a argona) 38 3
Tha &
Ebook landing which allow them o prevent
comgpanias from c:lac'lng oo much parsonal 308 H4%
intar ahuul tham whila fully aor
| am con Emﬁﬂ
callacting too m N ahau rn 55 22%
?.#L*%’;J.""‘S#ﬁa‘? Tﬁ%ﬂ.ﬂ; Lo
_ﬁ;llEﬁi a?ym %LEEIE § 2T% 54%
Ebook landrlg 'nhch Elt:m' 1harn prave
govarnmani agancias from callecting too much 26% HEH
parsonal infarmation whila fully or
Gowammea
infarmation ares 0%
a.lhu'nsad ? m-u ﬂ txll.ﬂ ol I%i
E_ M m o
a-lmuﬂiﬂg Eﬁlﬂpﬂlﬂmm
third parties whila fully ar satistactarity 379 e
utilising Ebook lending (examples may I_ElEI‘iE ta
i e e vl Mpﬁm
unﬂ;mmm A8 T1% B
gﬂmﬂ! “mﬁimﬂi" ‘E‘mﬁ (malog s 24%
book landing \r.i'l::{i]I ﬂ? mig‘{ﬁ
unautharisad O parsan %I‘I’T‘I Ll 4B
ganaralad in interactions batwean tha library EI'Id
themsalvas whila fully or satistactarity
utilising Ebook lending 100 50 1] a0 100
Pementage
R . Strongly agree Somewhat agrea Somawhat disagres
esponse
Agras Maithar agree nor disagres . Disagrea
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Appendix 11. Question by question comparison of Conditions 1 -3 (E-books 2 of 3)

(Note that questions 7 have been reverse coded).

When paopla give parsonal infarmafion to a
campany for a spacilic purposa dunng offline
activity, thair information should only ba usad

Whan paople give parsonal infor S LSRR SR
landing for a specific purposa in theair

ineractions with tha library, thair information
Whan paonloghvaigasynis nlsanab st p b obk
landing far a specific purpose in fheair

inlerackons with thea library, thay can ba

assurad that thair infarmation will anly ba usad
far that purpasa

| do not mind if gowernmant agencias know what |
have baan raading otfiing

| do not mind if gowernmant agancias know what |
hawve baan viewing on Ebook landing

Tha library doas not provida advica ar looks
addrassing the possbilily of governmant agancies
knowing what usars of Ebook lending have baen
Companias should not share personal infoHEtEE
abiainad in an offline context with third partias
unlass thay first obtain spacific parmission of
Providers of Eback lending shaliif Fsed
parsanal information with third partias unlass
thay first obtain specihic permission of tha
The lorary provides advice or tools fargsadual
Bhook landing which allow tham to prevant thair
parsanal information fram baing shared with fhind
parties whila fully or satistactarity ulilising
Libranas should never e perso A El
ar circulation records ganaralad offing wi
third parties unkess it has been authorisad by
Libranies shopld memanaban wits bk narag
parsanal information ar circulation raconds of
usars who inlaract with the library on Bbook

parsanal information ar circulation records with
third parfias without the authorisation of tha
individual or a court of law

Response

Three conditions compared — E-book lending 2

Somewhat agree

. Strongly agres

Agraa Maither agres nor disagrea . Dizagrea

L9
1%
10%
30%
365

T3

12%

100

Somewhat disagres I
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Appendix 12. Question by question comparison of Conditions 1 -3 (E-books 3 of 3)

Three conditions compared — E—book lending 3

Companias and govarmnmeant agancias that collect L
parsanal infarmation in offine contaxts should a5 L e
{ake more slaps lo prevent unauthorised accassto
Praviders of EHSHEAAEN PRSP LRR L pumading !
information should take more sleps to prevant T - 2% I 10%
L]

unautharized access o indviduals... parsonal

Tha liorary aciivaly advocates jor gRRSEE )
Boook landing that collect parsonal infarmation
1o take mara steps to prevent unauthorized access &% I =ik - 2%

1o indmaduals... parsonal infarmatian

Librarias should play a role in educating tha
ganaral public about issues of parsonal privacy 81%

that ara relevant in peopla..s offina lvas

Librarians should play a role in educating tha
ganaral public about issuas of parsonal privacy B3% 1 T
that ara ralevant in using Bbook lending

]
o o
[}

i
Librarians ara aclivaly angaged in educating tha
22% 50%
L]

ganaral public about issues of parsonal privacy 28%
that ara ralevant in using Bbook landing
Parliameant should adopt mora laws that protact
1%

parsanal infarmation from unauthonsed disclsure 78%
in affline contaxts

Parliamant should adopt mora laws that protact
parsanal information fram unauthorized disclosure 61%
oy providers of Boook lending
Tha liorary actively advocatas for parliamant to
adopt morea laws that protect parsonal information 17% I
trom unauthorized disclosure by providers of
Bbook landing
| salt-cansar my alfline inguiry and reading
habits out of concarn that my records could ba 35%
misundarstood

| salf-cansar my use of Ebook landing out ol 7%
cancarn thal my records could ba misundearsiood
Tha liorary providas adwvica ar foals 1o usars of
Ebook landing which allow them to make informed
dacisions about whather to selfi-cansor 1o avoid
thair records baing misundarstood

245

100 a0 1]
Percentage

. Strangly agrea Somewhat agraa Somewhat disagres I

Response
PO Agrea Maither agrea nar disagrae . Disagras
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Appendix 13. Question by question comparison of Conditions 1 -3 (Ask-a-librarian 1 of 3)

Three conditions compared —— Ask—a-librarian

Individuals should ba able 1o contral who seas
thair parsanal infarmation which was ganaralad Bﬂ'ﬂ._ 1%
altlina
Usars ol Ask-a-librarian sarvicas should ba abla 4% 1%
OO0 HH e s88 5 SR BareasaL indnsERatan
Ask-a-librarian sarvicas which allow tham 1o
rﬂ1an cantral ol whao saas thair parsana] 40% I 41%
Har whlla,1ul ar s
| am c:ancenna f%m
much parsanal |rr|c|r matian al:cm me ar cﬂ T - 11%
| am
sanicas results in companias GCI"E{!'IHQ 1o much a1 I 443
The linEay s Sdouasiensahedlans aanhar
Ask-a-librarian servicas which allosks
pravant companias from collacting too much 45% l 43N
parsonal information ahout tham whila fully ar
collachng Ea ﬁcﬁ paﬁ cnmaimni gm; ma 55% . 22%
a cﬁhﬂ ind ad in alflina
I Cooaned that ga”%a e A A
Mmm_mm users af 29% I 43%
Ask-a-librarian sarviseariRNaRARRAE S
prevert government agencies from collecting 100 g4q. 48
much parsanal information while tully ar
Govarnm enEREEREiosihaiiging Vs plssing
|rr|urma1|un -.-.-i1h1h|rd pamas unlass il FEEEESH Qﬂﬁ._ 0%
| 4z
- -
WM%WM o 15
prevent unauthorised accass o parson 439 e
intarmation ganarated inintaractions balwean tha
library and thamsaheas whila fully ar
salislactorily ufilising Ask-a-libraran sarvices 100 50 100
R . Strangly agraa Somewhat agres Somewhat disagras
BSpOnse
pa Agrea Maithar agres nar disagrea . Disagrea
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Appendix 14. Question by question comparison of Conditions 1 -3 (Ask-a-librarian 2 of 3)
(Note that questions 7 have been reverse coded).

Three conditions mmpared — Ask-a-librarian 2|

Whan paopls giva parsanal information 1o a
campany for a specific purpase during 1‘.111h1£|
aclivily, thair information should only ba usad

Whan paopla give pmnﬂ%m

Ask-a—libranan services for a spacilic pumpose g
in thair imaracions with the H:lrar_l.r I1£|l
i rrriEEAL SR SR SRR

L8

2%

Ask—a—lbranan sarvicas for a speahc purposa
in thair intaractions with tha library, they can 78%
ba assurad that thair informatian will only ba

usad far that purposa
I do not mind if government agencies know what | g,
hava bean reading afflina

10%

30%

Ido not mind if government agancies know what |
hava bean viewing on Ask—a-lbranan sarvicas

Tha lorary doas not provida advica or tools
addrassing the possiility of governmant agancias Py
knowing what usars of Ask-a-libranan sarvicas
Comparias should not share pd IEHREERT ERNEH
abtainad in an affline contaxt with third partas
unlass thay first ablain specific parmission ol
Providars of Ask-a-iorarnian senvics2Sseiersal
share parsonal information with third parfies gpe,

urnlass thay first oblain specific parmission ol

Thea liorary provides advica or foolsddrasacual

Ask-a-libranan sarvicas which allow tham to
prevent their parsonal infarmation from baing 4898

sharad with third partias while fully or

47% 35%

B4

e

L fole ]

or circulation records generated offine with g,
third parfies unkass it has been autharised by
Libranas shomidl inebeicishane vl ouk parfas

personal infarmation or circulaton records of
users wha interact with the Rorary on 0 0%
A

a i
al parsonal information or circulation racords T8 13 g
with third partias without tha authorisation of
the individual or a court of law '
100 a0 a 50 100
Percentage
. Strangly agres Somawhat agraa Somawhat disagres I
Response i i
Agraa Naithar agrae nar disagres . Disagres
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Appendix 15. Question by question comparison of Conditions 1 -3 (Ask-a-librarian 3 of 3)

Companies and governmeant agancias that collact
parsanal infarmation in alfing coneaxts should
lake mara slaps lo prevant unautharisad accass 1o
ProviderDHiuA 5 BRGRaRal SUEAl)
callact parsonal inlarmation should 1aka mara
slaps o prevant unauthorized accass 1o

Tha lorary !
Ask-a-librarian sarvicas that collect parsonal
information to take mara staps to prevant
unauthorizad accass 10 indviduals. .. parsonal

Libranas should play arala in adﬂﬂﬁé‘”‘lﬂ
ganaral public about issues of parsonal privacy
that ara relevant in peopla...s offling lvas
Lirarians should play a role in aducating the
ganaral public about issues of parsonal privacy
that ara relavant in using Ask—a-librarian

Litrarians are achvaly engaged in educSfiTHRE
ganaral public about issuas of parsonal privacy
that are ralevantin using Ask-a-librarian

SArvICas

Parliamant should adopl mara laws thal pratact
parsanal infarmation fom unauthonsed disclosura
in althina contexts

Parliamant should adopl more laws thal protect
parsonal infarmation from unauthorized disclosura

by providars ol Ask—a-libranan sarvicas

Tha library actvaly advocates for parliamant 1o
adopt mara laws that protect parsonal information
fram unautharizad disclosura by providars ol
Ask-a-libranan sarices

| sall-cansar my olfina inquiry and reading
habits aut of concarn that my records could ba
misundarsiood

| sall-cansor my use of Ask—-a-librarian sarvices
aut al concarn thal my records could ba
misundarstood

The library providas advica or foals o users of
Ask-a-librarian sarvicas which allow tham o make
infarmead decisions aboul whathar o sall-cansor
1o avaid thair records baing misundearsiood

Response

Three conditions compared — Ask-a-librarian

a5%

T3

32%

81%

B3

A%

3%

3%

3%

100

. Strangly agras

Agraa

i

0%

6%
%
3%

9%

13

I
;-t.'l
—

SEH
1% 54%

52%

50 1]
Percentage

100

Somewhat disagres I
Maithar agrea nor disagres . Disagrae

Somewhat agrea
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